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Cam nang vwot twérng Itra hay la "How to
bypass firewall for dummies"” (j/k)

Soan bdéi Tqvn2004

Muc dich cua tai liéu nay 1a phd bién t&i doc gia cac phuwong thire vot tung Itra hiéu qua va
pho bién nhéat. Tai liéu gdm hai phan, phan th& nhat di thang vao gi¢i thiéu cai dat va st dung
cac chwong trinh vuot twdng Itra, danh cho nhirtng ngu®i khdng cé nhiéu théi gian dé tim hiéu
sau. Phan th& hai mé ta chi tiét cach thirc van hanh cla twong Itra, va qua d6 gidp doc gia hiéu
rd hon tai sao cac phuwong phap vwot twdng Itka & phan thir nhét lai gidp minh qua duoc
twdng Itra. Ching t6i khuyén nghj ddc gia tham khao ky phan thir hai dé hiéu va tv do cé thé
“van dung sang tao” hon cac cach vuot tudng Itra dwoc gidi thiéu & phan thir nhét.

Chuc déc gia st dung thanh cong cac phuong thirc dwoc hwdng dan tai day Xin hay lwu lai
tai liéu nay (co san & dang PDF 1an HTML) clng cac chuo’ng trinh hé tro, dé tra ctvu va st
dung ldc can thiét. Va chung t6i ciing réat biét on néu doc gia co thé giup phd bién tai liéu nay
mot cach rong rai khi co diéu kién.

Phan I: Cac phwong thirc vwot tworng Itva

Phan II: Twéng Itva 1a gi?

Phan I.LA: Dung web proxy dé vwot twérng Itra

Nhiéu trang web trén Internet cung cap dich vu web proxy mién phi t&i ngudi st dung. Nhirng
trang nhuw thé thwong dworc biét téi dudi tén “anonymous proxy” or “anonymous surfing”. Go6 tu
khoa dé vao trang Google 1 dé tim chang, va gia str Google 11 tra vé két qua nhw & Hinh 1:
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Googles=> n—p——

Web Results 1 - 100 of about 2,770,000 for anonymaus praxy. (0.23 secands)

P

PROXY List: Anonymous Proxy Server & Free SHAIGIRL L

Proxies - Hide I[P Address
= ANOMYMOoUs vveb Surming
Anbm,mmus proxy server, Free proxy list to Hide IP Address, Free m':m‘ﬂ:rl:fhiblgfmhngl:.[ﬂ"

Proxies servers for anenymeus surfing with Web proxy websites for Encryplion. Eree 7 Dy Triall

Internet SEEL.II'E['Q,!'. _— GaTrusted.com
www proxyblind.orgl - Similar pages -

Anonymous Proxy Servers
Be Untraceable and Anonymeus now

Anonymous Pro Proxy Blind Anonymous

Proxy Servers _ W hide your IP. Fully anenymous.
Anenymeus Prexy - ProvyElind provide st of anenymeus WA SECUFENELCS COM

prexy servers, public freg, soned by country and sdaptable
for anenymeous surfing
wew proxyblind org/anenymeus-proxy shtmi - 37k -

achied - Similar pages -

Online Anonymous Proxy

Cinline anonymous proxy server. Watch movies, browse youtuDe, download programs yow can
v surf facebook and ryspace

www Zend2 com - 14k - Cached - Similar pages -

Grnﬂl'g@ anonymous proxy - surf the Web privately and securely )

Prowily is 3 web-based anenymeous proxy service which aliows anyone to surf the Web
privately and securely.

promify comy - Similar paaes - i

#1 Anon Server - Browserd.com
FREE anonymous proxy server to bypass firewalls. List of other free proxy servers
W Drowserd comS - 11k - Cached nilar pages

Hinh 1: Két qua trd vé b&i Google véi tir khda “anonymous proxy”

Ban c6 thé chon mét trang bat ky dé thir, gia st ban chon trang Proxify.com 1. Khi nhan chuét

vao lién két proxify.com 2, ban sé dwoc dwa t&i trang twong tw nhw & Hinh 2:
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« Affiliates = Signup = Login

Proxify® anonymous proxy protects your online privacy.

| Start surfing anonymously by entering a URL (Web address) below:
. danluan crg ’ Prnxiﬂ,r__]

ons optimized for maximumm Speed, seCurty, or compationny

=W Remove all cookies F Show URL entry form
=0 Remove all scripts © Remove page tittes
F Remove ads T Minirmize caching
™ Hide referrer information F Hide useragent
™ Teot onky I© Hex encode LURL's
Submitting this form constiutes acceptance of our TOIS Click far HTTPS &=
“Prowdfy Is the anly Web prosy that handles SSL (Secure Socket Layer) and HTTPS
(Secure HyperText Transport Protocol) for free. | surf anommmously on Proxify's virtual
private network confident that my online privacy is protected.” - anonymous Proxify user

Hinh 2: Giao dién cua Proxify.com, mét trang cung cép dich vu web proxy mién phi trén Internet

Giao dién co thé khac nhau trén méi trang web, nhwng cac cdng cu ma anonymous proxy cung
cap thwong gidng nhau:

e Mot 6 dé& gb dia chi can truy cap vao, vi du & Hinh 2, ban gd danluan.org

* “Remove all cookies™: Khdng cho phép cookies tir trang danluan.org t¢i dwoc may cua
ban. Thwong thi ban phai cho phép cookies, néu ban mudn dang nhap vao danluan.org.
Néu ban chi dinh doc nhw mét khach viéng tham, thi chon “remove all cookies” cling
duwoc.

e “Remove all scripts”: Khéng cho phép Javascript tir trang danluan.org t&i may cua ban.
Thwong thi ban phai cho phép Javascript, dé& xem trang web mét cach tét nhat (nhiéu
chirc nang trén danluan.org can con Javascript). Ban cé thé thir tat bat chirc ndng nay dé
xem minh dwoc va mét gi :D

e “Show URL entry form”: Proxify s& “léng” vao trang web ban muén xem mét khung diéu
khién, dé& ban c6 thé nhap céc lién két (url) khac ma ban muébn chuyén t&i. Bat khung nay
c6 thé gay khéng twong thich khi xem mét sé trang, ban hay thir nghiém mét vai lan xem
minh thich bat hay khéng.

e v.v... Con nhiéu tuy chon khac, nhwng cé 18 ban khéng can quan tam t&i chang.
Ban c6 thé phai thir nhiéu trang web proxy trwéc khi tim dwoc mét trang wng y. Sé cé trang da
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bi twdng Itra & Viét Nam chan, cé trang chat Iuo’ng kém, tbc do truy cap rat cham v.v.. . Hay ghi
lai dia chi trang ma ban uwngy, dé 1an sau tai st dung Hay nhé rang nhiéu trang ban muén
truy cap yéu cau phai bat Javascript va cookies dé c6 thé st dung day da cac tinh nang cua
trang. Do d8, néu gadp van dé v&i hién thi hoac dang nhap, NHO kiém tra xem minh da cho
phép Javascript va cookies chwa nhé!

Loi thé ciia web proxy la thuan tién, khong phai cai dét gi, co thé dung dé vuot twdng Itra tai
cac tiém net. Nhwoc diém la phai kha kién nhan mai tim dwoc mét trang wng y.

Phan I.B: Str dung TOR dé vwot twdng Itra

Dw an The Onion Router (TOR) 13 cung cap mién phi céng cu dé& vwot twong Itra va gitp trao

doi thong tin moét ca’crj bao mat. Ban c6 thé cai dat cac cbng cu nay trong may tinh ca nhan,
hoac cho chung vao 6 USB va str dung & noi cong cong ma khong phai cai dat. Sau day la
hwéng dan sir dung cho ca hai loai:
CAI BAT VAO MAY TiNH CA NHAN

Tai xuébng phién ban méi nhat ctia TOR & trang sau:

==>> http://www.torproject.org/easy-download.html.en

Co thé hé thong firewall & Viét Nam da chan trang nay, do d6 chiing t6i sé cung cap cac phién
ban m&i nhat ngay trén Dan Luan. Néu ban dé co Firefox trong may, ban chi can tai goi co
chtra Tor, Vidalia va Privoxy xudng may dé cai:

==>> B0 cai gdm Tor, Vadilia va Privoxy s

Néu ban chwa c6 Firefox, ban c6 thé tai géi c6 chira Tor, Vidalia, Privoxy va Firefox:

==>> B0 cai gom Tor, Vidalia, Privoxy va Firefox e

Chui y: Firefox trong bén nay KHAC MQT CHUT véi Firefox tai thdng xudng tir trang chd cia
Firefox - téi khéng biét khac nhau & chd nao, nhung néu ban nghi ngai thi tw cai Firefox va dung
ban Tor, Vadilia va Privoxy khéng co Firefox.

Nhirng cai tén Tor, Vadilia va Privoxy cé nghia la gi? Tor la hat nhan, la chwong trinh co ban
gilp ban vuot twdng Itra va bdo mat thdng tin. Nhuwng Tor khéng ¢6 giao dién - mubn diéu
khién, thay ddi cac tly chon cla nd, ban can cé Vadilia. Con Privoxy dwa thém mét sé tinh nang
bao mat vao Tor, bao gdm kha nang xda cookies, xda cac banner quang cdo v.v... & trang web
ma ban viéng tham. Ban c6 thé can thém Torbutton, 1a mét chwong trinh nhd bb sung cho
Firefox, cho phép ban kiém soat Tor ngay tai trinh duyét Firefox. N6i tom lai 1a ban can cé 4
chwong trinh nay dé duyét web mét cach an toan va tién dung.

Sau khi tai xuéng, hay kh&i dong qua trinh cai dat bang cach bam dip vao tap tin vira tai
xuong. Ban sé thay man hinh dwoi day:
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vidalia Bundle setup

Welcome 1o the Vidalia Bundle
Setup Wizard

=10 x|

This wizard will guide wou through the installation of Tor,
Widalia, Privoeey, and Torbutton.

Tar is a syskem For using the Inkernet anonymously, helping
wou anonymize Web browsing and publishing, instant
messaging, IRC, and more, Yidalia is a GUI that helps wou
contral, monitar, and configure Tar,

Privooy is a filkering web prosey that protects vour privacy
and helps remove ads, banners, and popups.,

Tarbuttan is a Firefoyx extension thak allows wou ko quickly
enable or disable anonymous web browsing,

If wou have presviously installed Tar, Widalia, Privosy, or
Firefox, please make sure they are naok running before
continuing this installation.

MNexk = I

Cancel

Bam "Next", trang keé tiép sé& cho ban quyén Iwa chon cai dat nhitng chwong trinh gi. Khuyén
nghi cai tat:

¥idalia Bundle setup

Choose Components

=101

L)

Check the components wou wank to install and uncheck the components wou don't want to
install. Click Mext to conkinue,

Choose which features of Vidalia Bundle wou want ko inskall,

Select the type of install:

T ~

— Description

2r, select the optional
components you wish ko
install:

- [v] vidalia 0.1.10
; Tor 0.2.0,33
Priviocey 3.0.6

Fosition your mouse
ower a companent bo
see jts description.

-- Torbutton 1.2,0-Fx

Space required: 23,5ME6

Widalia Bundle 0,2,0,33-0,1, 10 (Rew, 13

< Back I Mext = I

Zancel |

Cai dat xong thi cac chuwong trinh ban vira cai sé dwoc tw khéi ddng. Néu ban dang cé trang
web mé& bang Firefox trén man hinh, hay khéi dong lai Firefox dé Tor c6 tac dung. Néu ban cai
Torbutton, & thanh trang thai ndm & géc dwdi man hinh cia Firefox sé& hién ra chir "Tor
enabled" khi Tor da kh&i dong thanh cong, va trinh duyét Firefox st dung Tor dé két ndi
internet. Néu théng diép |a "Tor disabled", thi:
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e Hoac |a ban da yéu cau Firefox khéng dung Tor: ban lam diéu nay (tam tét Tor) khi truy
cap cac trang khéng bi firewall dé dat tbc d6 toi wu. Dé yéu ciu Firefox dung Tor, hay bam
chuét (mét 1an) vao chir "Tor Disabled" mau d. Néu chir nay chuyén sang "Tor Enabled"
mau xanh, ban c6 thé bat dau truy cap cac trang web da bj Firewall bang Tor.

o Néu budc trén khoéng thanh cong, hay kiém tra xem Tor da chay chwa. Hady m& chuong
trinh Vadalia va bAm vao nut "Start Tor". Khi thay hinh ci hanh mau xanh luc véi dong
chir "Connected to Tor Network", khi d6 Tor da chay va két néi thanh cong v&i cac don vi
Tor khac & trén mang.

e Néu Tor khéng chay, hay |a qua trinh cai d&t ciia ban da c6 van dé. Hay cai lai géi chuong
trinh TOR tir dau.

# Yidalia Control Panel N [=]

Skatus

Thing baoTor.ci1oi hay khing

@ Connecked to the Tar network!

Widalia Shorkouts

909
Stop Tor Setup Relaying
. Bat/ tat Tor —

Wiew the Metworlk Iz a Mew Identity

! Bandwidth Graph @ Help ﬁ About

EJ Message Log K Sekkings w E:xit
¥ | Show this window on startup

=

Man hinh Vidalia, noi ban diéu khién cac chirc ndng ctia Tor

Hay chu y xem Vidalia va Privoxy c6 chay khéng, bang cach nhin xuéng thanh Taskbar cta
Windows:
oxy dang chay

L Vidalia dang chay
=1 me 20C < | Wied: 2°C 0

|2 itEe2RRn VoM 4 sirem

DUNG TOR T USB MA KHONG CAN CAI DAT
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Tai xudng bo cai Tor cé tén la "Zero Install Bundle for Windows" & trang sau day:

==>> http://www.torproject.org/easy-download.html.en

Hodac tai xubdng ttr Dan Luan:

==>> B cai Tor khéng can cai dat )

Sau khi téi xubng, hay nhay dup vao tap tin vira tai dé giai nén (extract) toan bd chuong trinh
Tor + Vidalia + Privoxy + Firefox ra mét thw muc nao doé:

—wy

¥
T-2ip sell exiracting archive : Browse For Folder

Spadfy a location for extracted files.

(& Desizop

& (L) My Documents

= W Wy Computer
i# b 3% Floppy ()
# %o Local Disk {C:)
i g D Drive (D:)

#® ) Doourents
# 38 sharad on ' hostishared Folders’ (Z:)

[# |23 Shared Docsments

Giai nén xong, m¢& thw muc ma ban vitra giai nén bd Tor vao, tim chwong trinh cé tén "Start Tor
Browser" va chay chwong trinh nay:
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Qo - ) - [ F | Oseuch [ e | [T0-

Addrsss || ) E:kTor Browser

File agwd Fokder Tasks
r!j Renzme ths fis
j Moo this Fils

[ Copy this fila

Fuiikst this File to the .
9 b B sandvickh Graph & telp

(5] E-mail thes e fioe |= | message Leg A Settings EE::E
k Delete this Fle

+  Shaw this window an startup
Dther Places

g Femorvable Dusk (E:
(L] My Dooumants
|3 Shared Documeris

Vadilia s& dwoc khéi déng, Tor sé& dwoc khédi ddong, va néu moi viec déu én thda, Firefox sé tw
déng khéi déng sau d6. Chi nhirng trang web ban duyét bang Firefox di kém trong bé Tor noéi
trén m&i dwoc Tor bao vé, cac trinh duyét khac nhw Internet Explorer sé khong bi anh huéng
b&i Tor. Hay kiém tra dé thay chir "Tor Enabled" mau xanh luc xuét hién phia dwdi thanh trang
thai clia Firefox.

Duyét trang xong, déng Firefox. Cac thong tin truy cap clia ban trén Firefox sé tw dong duwoc
xéa bd, dé& ddm bao an ninh.

Chu y: Ban c6 thé diing mét géi Tor khéng can cai khac dung trinh duyét Opera cé tén |a OperaTor.
Tai xubng & dia chi sau:

==>> http://archetwist.com/opera/operator [8]

==>> http://operator.pbwiki.com/f/OperaTor-3.3.zip [9]

==>> http://files.myopera.com/archetwist/operator/OperaTor-3.3.zip [10]

==>> http://one.xthost.info/archetwist/operator/OperaTor-3.2.zip [11]

hoac link trén Dan Luan:

==>> http://danluan.org/files/tor/OperaTor-3.3.zip [12]

Chi can tai ra mot thu muc ndo d8, va chay tap tin c6 tén OperaTor.exe |a ban cé thé bit dau duyét
web vugt firewall dugc roi.

Wu diém cha Tor |4 bdo mat cao: Thong tin gitra cac tram trung chuyén clia mang Tor dwoc
bao mat, va do d6 néu ai d6 mudn nghe 1én théng tin ban trao dbi qua Tor sé& gap khé khan. Tor
cling gitp ban che d4u dia chi IP thwc ciia minh, ban c6 thé truy cap cac trang web ma ngudi
ta khoéng truy nguoc lai dwoc ban 13 ai. Nhwoc diém la cai dat vat va - nhwng néu ban da tho
dung Tor, lgi ich ma né dem lai 1a rat 1&n.
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Phan I.C: Str dung UltraSurf hay FreeGate dé
vwot twong Itra

Chwong trinh UltraSurf

UltraSurf 1a phan mém mién phi néi tiéng chuyén cho vuwot twdng Itra. Ban cé thé tai xuéng
phan mém nay & trang sau:

==>> http://www.ultrareach.com/download en.htm [13

Hoac tai xubng tr Dan Luan (phién ban 9.3):

==>> http://danluan.org/files/tor/u93.zip 14

Chi can g& nén, chay tap tin cé tén u.exe, UltraSurf s& khéi ddng (xem hinh v&). C6 thé chon 1
server khac trong 3 server, néu ban thay két ndi hién tai cham chap hodc té ra cé van dé. Nhén
vao mét trong 3 & vudng (checkbox) & cira sb UltraSurf dé chuyén server. UltraSurf st dung
Internet Explorer nhw trinh duyét mac dinh cGa minh, khi né kh&i ddng, n6é s& mé& moét cira s6
Internet Explorer dé ban duyét web.

i Ultrasurf 9.3 [ |O |
B ® & X
Haome Fetry Optiarn Help E st
- Connection
Prefered Speed
IbraSarf r @ 9913
|
r @ o0 E—
W @ ga4y
Port: 9666
Status:  Successfully connected to server Feedback |

Ctra sé chinh cta UltraSurf

Néu ban muén dung Firefox, ban phai tai xubng va cai mét chwong trinh bd sung nhé cho
Firefox:

==>> http://www.ultrareach.com/downloads/ultrasurf/wjbutton en.zip [1s

Hoac dung tai xubng ttr Dan Luan:

==>> http://danluan.org/files/tor/wjbutton en.zip e

G& nén, m& clra sd Firefox va kéo tap tin cé tén wjbutton_en.xpi vao trong ctra sb Firefox dé cai
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chuong trinh bd xung nay. Sau doé dong tat ca cac clra s Firefox va mé lai (restart).
Biéu twong UltraSurf mau xam cé nghia la UltraSurf dang bi tat, ngwoc lai biéu twong mau

vang sang la UltraSurf dang bat vao bao vé ban. Bam vao biéu twong dé bat tat chirc nang
vuwot trong Itra va che dau IP bang UltraSurf.

Chwong trinh FreeGate

Chuwong trinh nay cling twong tw nhw UltraSurf, chi can tai vé va chay la n6 sé ty déng mé
Internet Explorer dé gitip ban truy cap t&i cac trang binh thuwdng bi twong Itra.

Tai xubng & day (trwc tiép hodc qua link ciia Dan Luan):

==>> http://us.dongtaiwang.com/loc/download en.php 117

==>> http://danluan.org/files/tor/fg679p3df.exe [1s]

) FAST and SECURE gateway to internet freedom

- V

Welcome to your secure and uncensored Internet portal!

1hEEH'|"="danluﬂn arg ANDNymous Sumngl

F Freegates, T9Professional

Server Status | Tunel | Setings |
———————————— Cumrent Stabus
iz nurming 1 F3 Turnel, Proay mede. |E prosy

Freagats
is pet bo 1270018580, 1f you do not use |E. please
2ot yoin bioweses's proey bo 127 000078580

|+ . — . = = -
| Subpot Foun ; J‘Bﬁ!ﬁm

Man hinh sau khi chay FreeGate

Ngoai UltraSurf va FreeGate, néu can, ban cé thé tu tim hiéu va cai dét cac chuang trinh vugt
firewall sau day:

- JAP: http://anon.inf.tu-dresden.de/index_en.html [19]

- Hopster: http://www.hopster.com/ [20]

- Your Freedom: http://www.your-freedom.net/ [21]
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Phan 1.D: Vwot twdng Itra bang OpenDNS

Theo théng tin cda dbc gia tr trong nwéc, dich vu Internet cia FPT khéng dung twong Itra
chan IP, ma chi thiét 1ap dé& DNS server cla ho tir chéi tra vé dia chi IP cta trang web bj chan
(xem phan 2: Twong Itra 1a gi? dé tim hiéu cu thé hon vé su khac biét gitra hai loai twong Itra
nay). Nhw thé, chi cdn dung DNS server khac, thay vi dung DNS server cung cép bi FPT, |4
ngwdi st dung dich vu Internet clia FPT d& c6 thé truy cap vao nhirng trang bi cAm rbi.

DPé tim DNS server thay thé, ban hay gd vao Google tir khéa "public DNS server". Google sé tra
vé danh sach céac trang web c6 dia chi IP ctia cac DNS server mién phi ma ban cé thé dung.
Tuy nhién, mét trang hay dwoc doc gia trong nwédc st dung la OpenDNS (tai dia chi:
https://www.opendns.com/smb/start 122)).

Dathboard Communily

USEOPENCHS  CUSTOMMRS | SUPPORT | ABOUTUS

Change your
Use OpenDNS (Step 1 of 3: Change DNS settings) DNS sattings
It onty takes 2 minutes. Changa DNS on your:

DNS Server
Get instrackions For Windows, Mac, Enabls CpenDNE an yOUr router sa Learn how to use SpenDNS mith
phones, snd mone every computer henefits e T isting DNS Servers

Wideo Tutorial
Take a few minutss ta wakch our step-by-step wlden on geong started with OganDNS

Find out how OpenDNS complements your existing netwerk setup
Read our IT administrator fest Praciices

The straight dep
[ANTEE RSN 0 (10 7 2 222 and 20867, 2203

Trang OpenDNS.com, phén danh déu chinh la dia chi DNS server ma ban can dung

Thiét l1ap DNS server mé&i cho may tinh cta ban

Gia st dia chi IP cia DNS server ma ban mudn dung 13 208.67.222.222 va 208.67.220.220 (tim
qua Google nhuw hwéng dan nai trén, hoac vao trang OpenDNS dé doc).

Déi v&i Windows XP

Mé& Control Paqel, chon Netvyork Connections, chon tiép Local Area Connection. Clra sd duwdi
day sé mé ra de ban chon tiep Properties:
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—- Local Area Connection Status

General | Support |
Connection
Status Connected
Duration: 14 daps 12:08:57
Speed: 100.0 Mbpz
Activity
W
Sent Received
o A\
—ala
Packets: 20,442 13.630
Froperties ] ' Dizable

Cloze

Chon tiép muc "Internet Protocol (TCP/IP)" réi Properties:

12 of 22 2/11/2009 7:41 PM



13 of 22

-+ l.ocal Area Connection Properties

General | Authentication | Advanced

Connect uging:

Thiz connection uzes the following items:

EHE IntellR) PROA000 MT Metwork Con

g Client for bMIFosoft Webworks
.gFile and Rt =eSharing for Microsoft Metwarks
QI]DS Packe scheduler

(o |nternet Protocol [TCRARP)

[ [nztall.. ] [Irinztall Froperties

Drezcription

Transmizzion Control Protocal/nternet Protocd
wide area network, protocal that provides commu
across diverse interconnected netwarks.

Show icon in notification area when connected
Hatify me when this connection haz limited or no connectivity

[ OF. ][ Cancel ]

http://danluan.org/print/book/export/html/244

Trong ctra s mé&i mé ra, dién hai dia chi IP ndi trén (cling c6 thé 1a dia chi khac, néu ban chon

DNS server tir moét trang khac) vao va an Ok:
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Internet Protocol (TCPSIP) Properties

General | Alternate Ennfiguratiun|

Yau can get IP settings azsigned automatically if waur netwark, supparts
thiz capability. Othenwize, you need to azk pour nebwork, adminiztrator for
the appropriate |P zettings.

{®) Obtain an IP address autamatically
() Uze the follawing IP address:

gerver address automatically

(%) Usze the follawing DMNS server addresses:
Prefenred DMS server | 208 67222 222 |

Altemate DNS server | 208 67.220.220 |

+[ ok || cancel |

http://danluan.org/print/book/export/html/244

Néu ban cén than, hay ghi lai dia chi DNS server cii (ctia FPT cung cép) va cét di, d& néu can

|&p lai cac budc néi trén dé khéi phuc lai chung.
Déi véi Vista

Tim va mé& "Control Panel":

Connect To
@ﬂ Windows Media Player

Control Panel

é Windows Media Center
. Default Programs

Help and Support

P  All Programs

Etart Search . a e

Chon "Network and Internet":
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Control Panel Home .

o System and Maintenance

| LE View ;
SasSIC HIEH Get started with Windows

Back up your computer

Security
Check for updates

Check this computer's security status %
Allow a program through Windows T

Firewall
Network and Internet
View network status and tasks ‘
Set up file sharing fﬂ
¢

Hardware and Sound

Chon "View Status":

@ Metwork (Private network) Customize

Access Local and Internet

Connection Local Area Connection ‘ View status

|#3  Sharing and Discovery

Nhan vao nut Properties:

Activity

- |
Sent — % ——  Received

118 | 545

/Diszble || Disgnose |

Windows Vista cé thé yéu ciu ban chap nhan viéc thay déi thong sb:
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User Account Control

g \'J Windows needs your permission to continue

If you started this action, continue.

| 1
e Metwark Connections
-

4 Microsoft Windows

i:\}::l Details ‘ Continue ] | Cancel

User Account Control helps stop unauthorized changes to your computer.

Chon "Internet Protocol Version 4 (TCP/IPv4)", réi nhan vao nut Properties:

This connection uses the following items:

& Client for Microsoft Netwarks
81 005 Packet Scheduler

g File and Printer Sharing for Microsoft Networles
i |ntemet Protocal Version & (TCPAIPvE)
B8 intemet Protocol Version 4 (TCP/1Pwv4d)

i Link-Layer Topology Discovery Mapper 140 Dri
i |ink-Layer Topology Discovery Respong

<

| instal.. | Uninstal

Description

Transmission Control Protocol/Intemet Protoc
wide area networle protocol that provides comm
across diverse interconnected netwaorks.

| ok || cance |

Nhén vao "Use the following DNS server addresses:", va gé vao dia chi DNS server ban chon
trong muc "Preferred DNS server" va "Alternate DNS server":

& t server address automaticall
i@ following DMS serve :

Preferred DMS server;

Alternate DMS server;
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Nhan mét déng OK dé& dong cac cira sb va ghi lai thay dbi:

* o [ canal ]

Close Canc

[T}
[11]

Jisahle ” Diagnose ]

[

Lwu y rang cach sir dung DNS server méi thay vi cai ma nha cung cép dich vu Internet dwa cho
ban chi giup ban vwot firewall khi nha cung cép dich vu chan cac trang bang DNS. Néu ho
ch&n bang IP thi cach |am nay cia ban khéng cé tac dung. Ban sé phai dung cac phwong
phap néu & phan A, B, C dé vuot twong Ita.

Thay d6i DNS Server cting khéng gitp ban ,béo vé IP ctia minh. May ban sé truy cap thang t&i
nhirng trang web bi cam, va nguoi ta c6 thé do duoc IP cQa ban. Do vay, hay dung thém
chuwong trinh khac dé bao mat dwdng truyén va gidu IP, néu ban lo Idng cho sy an toan cla
minh.

Né'y ban chi can vao mét vai trang web bi cam, va ban biét dia cbi IP cla cac trang web dé, ban cé
thé lam theo hudng dan sau day dé may tinh cua ban tu doéng ddi tén cla cac trang web dé thanh
IP.

Vi du, www.danluan.org [23] nam tai dia chi 74.55.40.99. H3y dang nhap vao may tinh cta ban vdi
account cé quyén Administrator. Dung Notepade ma tép tin co tén la "hosts" nam tai
"C:\WINDOWS\system32\drivers\etc". Thém hai dong sau day vao phéan cudi cta tap tin nay:

74.55.40.99 http://www.danluan.org [23]
74.55.40.99 danluan.org

Luu tap tin lai va tir nay khi ban md& trang www.danluan.org [23], may sé tu dong lién lac téi dia chi
IP 74.55.40.99.

DPiém d& clia phuong phap nay |a néu dia chi IP cia Dan Luan thay d6i thi ban s& khong con két néi

dugc véi Dan Luén,nCra. Khi dd, ban sé phai md tap tin noéi trén, cap nhat dia chi IP mdi hoac xda
hai dong cudi di dé tra lai tinh trang ban dau.
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Phan II: Twéng Itra la gi

Muc dich cta bai viét nay 1a giup ban tra 1&i ba cau héi: "Tuéng Ikra la gi?", "N6 hoat déng ra
sao?", "Lam sao cé thé vuwot qua dwoc twdng Ira?".

Chung t6i doan rang, khi ban quyét dinh doc bai viét nay, tirc 1a ban khéng phai la ngudi co
hiéu biét co ban vé hé théng mang Internet néi chung, va twdng Itra néi riéng. Do do, ching t6i
sé cb gang giai thich bang hinh twong va don gian hoa van dé dé ban dé ndm bét hon. Thanh
that xin 16i néu cac ban cam thay bai viét qua so dang...

A. Kién thirc co’ ban

Mang Internet duwgc xady dwng dwa trén mét bé luat, hay tap hop cla cac quy tac chung, co tén
|a Giao thire Internet (viét tat 1a IP). Giao thirc chung nay dadm bao rang cac thiét bj Internet c6
thé "néi chuyén" dwoc véi nhau, va hé théng mang Internet & My cé thé giao tiép duwoc véi hé
thdng mang Internet & Viét Nam, & Lao, & Campuchia v.v... ma khéng gap tré ngai gi.

Dé giao tiép dwoc véi nhau, méi thiét bi trén mang dwoc danh mot sé riéng biét, goi la dia chi
IP. Dia chi IP ¢6 tac dung gibng nhu sb nha: khi ban mudn gwi théng tin t&i anh A hodc chj B,
ban phai viét dia chi clia anh A hodc chi B ngoai phong bi. Nhin vao dia chi do, buu ta sé biét
dwoc phai chuyén thu ctia ban nhw thé nao.

Qua trinh chuyén yéu cau doc mét trang web va tra | cha server dién ra gibng nhw & Hinh 1.
May tinh clia ban glri yéu cu t&i nha cung cip dich vu ISP cuia ban (gibng bé thw vao thung
thw), nha cung cép sé doc dia chi trén phong bi, va chuyén 14 thw t&i ding ngwdi nhan 14
server Danluan.org.

Nha cung cap dich vy
Internet (ISP) clha ban

‘Domain Name: Danluan.org
Bia chi IP: 74.55.40.99

J
Cho téi xem bai viet
_ abec van!

Tdi dia chi: ‘

|
|
|
|
|
|
|
74.55.40.99 |
|
|

T dia chi Bay, bai viet a'tu:: theo
cla ban y&u ciu cla dng day! |
|

Hinh 1: M&y tinh cda ban mudn xem mot trang web ttr Danluan.org

Mét diém can cha y 1a dia chi IP dwéi dang sé rat thich hop vé&i may tinh, nhwng rat khé nhé
dbi v&i con ngudi. Hay thir twong twong ban mudn doc tin tire tr CNN hodc BBC, ma lai phai
nhé CCN 14 157.166.224.25, BBC |a 212.58.253.68 thi qua |a dién cai dau. Do dd, ngwoi ta da
dwa ra cai goi la Domain Name System (DNS), dé dé&t tén cho cac dia chi IP. T tén mién, dé
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nhé va gan giii v&i con ngudi, ban cé thé tim ra dia chi IP ctia mét trang web.

Nhuw vay, trede khi glri bét clr thir gi t&i Danluan.org, may tinh cGa ban sé phai di héi, trong da
sO trwong hop la héi chinh ISP cia ban, xem danluan.org twong (rng v&i dia chi IP nao, nhw
trong Hinh 2.

Nha cung cap dich vu = @
Intamet {ISF) cua ban “Domain Name: Danluan.org

@ ﬁ ~" Dia chi IP: 74.55.40.99
%_ Mang Internet

Danluan.ﬂrlg nam o
dia chi IP nao ay nhi?

}

| -

| Danluan.crg nam & dia
| | chi 74.55.40.99, ban al
|
|
|

Hinh 2: Tra dia chi IP cta tén mién Danluan.org

Q trén la trwdng hop ISP cua ban khong |&p dat twong Ira. Chuyén gi xay ra néu ISP cta ban
lap twdng Itra, va né quyét dinh chan trang Danluan.org?

B. Twong Itra la gi?

Twdng Itra (firewall) 14 hé théng gébm ca phan cirng va phan mém lam nhiém vu ngan chan céac
truy nhap "khoéng mong mudn" tir trong ra bén ngoai hoac tlr bén ngoai vao trong. Twong Itra
thuwong dwoc dat & cbng giao tiép glua hai hé théng mang, vi du gitra mang trong nwéc va
mang qudc té, gitka mang noi bd ctia doanh nghiép va mang Internet cong cong v.v... dé loc
théng tin theo cac nguyén tac duwoc dinh truwéce.

Céc cdng ty 1&n, cac trung tdm nghién cu quan trong can twéng Itra dé loai bé cac cudc tan
cbng cua tin tac tlr b&n ngoai vao, hodc dé& ngan nhan vién cia minh khéng gl théng tin mat ra
ngoai, hoac don gian hon la khéng cho nhan vién s dung dich vu chat hay xem Youtube trong
gi® 1am viéc. O Viét Nam va Trung Quéc, hé théng twdng Itra con dwoc dung dé ngan can
ngudi dan doc cac thong tin lién quan dén tw do, dan chd, da dang hay vé cac bé béi cltia chinh
quyén, nhirng théng tin ma theo chinh quyén, 1a cé hai téi ho.

Cé nhiéu phwong phap loc thong tin dé ngan can nguoi sir dung Internet truy cap dich vu ma
minh mong muon, vi du:

1) Loc theo tén mién:
Theo déc gia trong nuwdc cho biét, thi FPT st dung cach loc nay. Khi may cua ban hdi FPT
rang danluan.org nam & dia chi IP nao, thi FPT sé tir chdi tra |&i, néu trang danluan.org nam

trong danh sach "bi cAm". N6i mét cach khac, danluan.org khéng nam trong cudn "danh ba
dién thoai" cia FPT.
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Phuwong phap nay c6 wu dlem la... gon varé. Sb 1an NGUoi sr dung hai DNS server mdi ngay it
hon nhiéu so v&i sé yéu cau doc trang web, do doé sb lan phai doc, kiém tra xem trang nay c6 bi
cam hay khong, sé it hon.

Nguwoc lai, day |a loai twong ICra d& bi pha nhé4t. Vi né chi ngan can truy cap dwa theo tén mién,
néu nguoi str dung biét dia chi IP, ho cé thé dung truc tiép dia chi IP dé truy cap t&i trang
mudn xem ma khéng gap tré ngai nao. Vi du, thay vi - http://danluan.org/node/285 124 -, ban cé
thé doc bai viét nay bang - http://74.55.40.99/node/285 25 - v&i FPT.

Déi khi mét trang web co nhiéu tén mién khac nhau, chang han danluan.org hodc
www.danluan.org 123 hodc danluan.info (hehe, cai nay khéng tén tai), ma FPT quén khéng chan
hét cac tén mién, ban cé thé vao dwoc cac trang web cAm bang str dung tén mién chwa bi
chan. D4 c6 ngwdi cho biét, chi can bé www di 1a c6 thé truy cap mét sb trang bi cdm ngon lanh
==> FPT quén khéng dwa cac cai tén doé vao danh sach "den" :)

Hodac chi can nguwdi st dung kiém cho minh mét cudn danh ba dién thoai "ngon lanh" dé thay
thé cho cuén danh ba "bi kiém duyét" kia (xem & day "Phan I.D: Vuot twdng Itra bang
OpenDNS "), dé c6 thé tw tra dwoc danluan.org nam & dia chi IP nao, ma khéng can théng
qua ISP, 1a ho da vuot dwoc twong Ilra kiéu don gidn nay.

2) Loc theo dia chi IP

Loai twdng Itra ndy chat hon twéng Itra ndi & phan trén. Gia sir ban da tra dwoc danluan.org
nam & dia chi IP 1a 74.55.40.99, va ban glri yéu cau doc trang abc t&i dia chi viva tra. Twong Itra
sé doc goi tin, kiém tra dia chi IP, néu thay nam trong danh sach bi cAdm, no sé tra vé théng bao:
"Trang web khéng tén tai" (xem Hinh 3). Twéng Ira kiéu nay gibng nhw ngudi dwa thw, sau khi
doc dia chi thw cGa ban, thay c6 trong danh sach bi cAm, sé vt thw ctia ban di ma khéng
chuyén t&i dung dia chi.

Ac dc, chai gi ky vay cha ndi?!?
Tév van "tbn tai” ma?

| = ‘
Mha cung cap dich vy | L&a
Internet (ISP) cia ban | -

[ _~Daomain Name: Danluan.org
Bia chi IP: 74.55.40.99

Mang Internet

|

|

|

S— |

Cho tdi xem bai vigt | Tdi dia chi: | |
|

|

|

1

abcveil | 74.55.40.99
|
I
[ Tdi dia chi Trang ban muén |
clia ban xem khéng ton tail |

|
|
ri |
|

Hinh 3: Tuong Itra loc IP chdn yéu céu cua nguoi st dung duwa trén dia chi IP.
Bién phap vuot twdng Itra loc IP Ia st dung proxy server (xem Hinh 4). Proxy server dwoc dinh

nghia la may chd cung cé'}p dich vu "di gom hang" hé cho cac khach ctia minh. Thay vi gt
thang yéu cau xem bai viét abc t&i danluan.org (bi twdng Itra loc ngay 1ap tirc), ban hay gt yéu
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cau do toi proxy server, va proxy server sé di t¢i danluan.org |4y tin, va g ngwoc lai cho ban.
Vi tén va dia chi IP cla proxy server "chwa" nam trong danh sach den, do d6 twdng Itra sé chap
nhan cho ban két néi t&i proxy server nam bén ngoai tdm kiém soat cia twong Itra.

(S
Mha cung cap dich vy '*@_,DJ

Internet (1SP) cia ban

Domain Mame: Danluan.org
Bia chi IP; 74.55.40.99

|
|
|
Domain Nameé: Proxify.com

‘ Cho 11 xem bai vibt abc | T&1 dja ohr. . Dia chilP: 207.44.237.165

& danluan.org voi! 207.44.237 165 I

*
I - %Q; |

[ Cho téi xem bai viét |

abc vl | §
| Bay, bai viét abc theo
| y&u cau cha éng day!

Toi dia chi  [Day, bai viét abe theo |
~_clia ban yéu cau cla dng day!

- J
|

Hinh 4: Vai tro6 cua proxy server trong viéc vwot twong Itra loc IP.

Uu diém ctia phwong phap loc IP nay la chat ché hon, du ban cé dia chi IP cla trang can truy
cap thi van khéng qua dwoc twong Ita nhw trwdng hop twong Itra loc tén mién. Tuy nhién,
nhwoc diém cla nd 1a tdn kém vi phai dau tw hé thdng xr ly téc dd cao, du dé loc tat ca cac goi
tin gri ra Internet.

Loc IP cling khong phai kho pha. Cac phwong phap tim va cai dat, st dung proxy server dé
vuot twong Itra loc IP da dwoc hwdng dan & day, méi cac ban tham khao:

. Phén I.A: Dling web proxy’dé vrot twedng Itra 7
. Phe‘“m [.B: Sr dung TOR dé vuot twong Itra 281
e Phan I.C: St dung UltraSurf hay FreeGate dé vwot twdng Itra 29

C. M6t s6 cong cu ma ban cé thé can dung

Dudi day gidi thieu mot sb cong cu tra clvu tén mién, dia chi IP trén Internet ma c6 thé hiru ich
cho ban trong twong lai. Ching tdi khéng cp dia chi cu thé, vi cac trang web dwoc gidi thiéu
c6 thé khéng con ton tai trong twong lai. Nhwng néu céc ban ding Google dé kiém theo tén
tiéng Anh cla cong cu, cac ban sé tim thay nhiéu trang web cung cép dich vu kiéu do.

e Néu ban c6 tén mién clia mét trang web, mudn kiém tra xem dia chi IP cda trang do la gi,
dung DNS lookup (g6 vao Google tr khdéa "DNS lookup tool" dé tim), vi du tai trang:

http://www.bankes.com/nslookup.htm (30
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e Néu ban c6 tén mién, muén biét ai 1a chd s& hivu cGia tén mién nay, dung cdong cu WHOIS

(g6 vao Google tir khoa "Whois").

e Néu ban mubn biét mét dia chi IP nam & khu vy ndo trén thé gidi (My, Anh, hay Viét
Nam), hdy dung cong cu IP location (gb vao Google tr khda "IP location").

e Néu ban mubn biét dia chi IP CUA CHINH MINH |a gi, hay dung céng cu My IP address

(g6 vao Google tir khoa "My IP address").

Bai gidng dén day |a hét, than ai chao cac ban. Chuc cac ban ¢ng dung né thanh céng!
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