CACH PON GIAN VUQT TUONG LUA PQC CAC WEBSITE BI CHAN
(Nguon: Ludt Khoa Tap chi / ¢ hiéu chinh)

Luat An ninh mang d3 chinh thtc ¢6 hiéu lyc. Mai truong Internet Viét Nam chic chin s& ngay cang
bi xiét chat, trong dé c6 viéc ti€p tuc chan nhicu website ma khong néu rd 1y do. Bdc giad cuia Luat
Khoa cling nhu BBC, VOA, RFA va nhi¢u trang khéac s€ khong truy cap duoc tur Viét Nam.

Trong tuong lai, néu Facebook va Google khong tuan thu Luat An ninh mang, rat c6 thé ho ciing s&
bi chan.

Chung ta dang budc vao mot thoi ky méi kho khan hon trong viée tiép can thong tin va tri thire. Vay
thi hay trang bi thém nhiing phuong tién can thiét dé doi pho véi tinh trang nay. Luat Khoa xin gioi
thiéu mdt so phuong phép va cong cu sau day dé ban doc tham khao.

1. Cai rng dung VPN

VPN (virtual private network) 1a mot loai phan mém, tng dung cho phép ban vuot tudng lira ctia nha
mang dé truy cap cac website bi chan. Tuy vdy, tinh ning quan trong nhat ciia VPN 14 gitp ban 1én
mang mot cach an toan nho giéu di dia chi IP that cua ban, cling nhu dao mot "duong ham" bi mat dé
chuyén dit liéu truy cp cua ban (tin nhan, email, thong tin thé tin dung,...), khéng cho nha mang hay
chinh phu tiép can duoc.

Chi can Ién Google Play’ (déi y(’)i dién thoai éndroid), Appstore (déi véi dién thoai iPhone) va go
"free VPN", ban da co6 rat nhiép lue} chon mién phi nhu Hotspot Shjeld, TunnelBear, Windscribe,
ProtonVPN hay FinchVPN. Hau hét cac hang nay cling c6 phan mém VPN cho may tinh.

Néu c6 tién, ban c6 thé can nhic str dung ba phén mém VPN duoc cho 13 tot nhat thé gidi hién nay la
ExpressVPN, IPVanish va NordVPN.

Luu y, co6 rat nhiéu phan mém VPN Ia cua Trung Qudc, mot so trong d6 co cai tén deé gady nham lan
v&i cac phan mém khéc.

2. D6i DNS

Khi ban ndi mang, may tinh cua ban dugc gan cho mot dia chi DNS (domain name system) cua mot
may chu ciia nha mang. Moi hoat dong truy cap Internet ctia ban déu di qua may chu nay va nha
mang co thé kiém soat dugc viéc ban duoc truy cap vao website nao, tham chi co thé an cép duoc dir
li¢u riéng tu cua ban.

Viéc doi dia chi DNS giup ban lach qua dugc ctra nha mang va cé thé truy cap Internet binh thuong,
ddng thoi tranh bi nha mang dom ngo thong tin riéng tu. Sau day 1a mot sé dich vu DNS nbi tiéng.

* OpenDNS:

208.67.222.222

208.67.220.220

* Cloudflare:

1.1.1.1

1.0.0.1



* Google DNS:

8.8.8.8

8.8.4.4

* Norton ConnectSafe:
199.85.126.10
199.85.127.10

* Comodo Secure DNS:
8.26.56.26

8.20.247.20

Céch déi DNS trén may tinh Windows: https://youtu.be/MSOKvGtlb3g
Cach d6i DNS trén may tinh Macbook: https://youtu.be/cqtSqSuSW7E
Cach do1 DNS trén dién thoai iOS va Android: https://youtu.be/9LCCIB2G0Vc¢

3. Sir dung trinh duyét Tor (mién phi)

Tor 14 tén mot phan mém dung dé duyét web, twrong tu nhu Chrome, Firefox hay Safari. Tuy nhién,
diém khac biét cia Tor 1a n6 cho phép ban vuot tuong lira dé truy cip vao cac trang web bi chin,
cling nhu bao v¢ thong tin riéng tu cia ban khdi bi nha mang hay chinh phti dom ng6. Tor la trinh
duyét duoc gioi bao mat, nha bao, gidi hoat dong dan chu va quan doi st dung dé bao mat thong tin
riéng tu ciia minh.

Ban c6 thé cai Tor trén ca may tinh 13n dién thoai: https://www.torproject.org/index.html.en

4. Sir dung céng két ndi Psiphon.ca (dw an ngu(‘ﬁn mé mién phi)

Psiphon 12 mét du 4n ma ngudn mé duoc phat trién bai Canada, dé gitip méi trudng Internet tré nén
m¢ va dé dang truy cdp hon. Ban c6 the st dung Psiphon tir may tinh PC hay tir di¢n thoai déu duoc.

Dau tién, két nbi vao trang Psiphon.ca dé tai img dung mai nhat vé may (ding may tinh) hodc vao
App store dé search va tai tir kho timg dung (dung dién thoai). Sau d6, ban mo file/ app vira tai/ cai
dat, nhéip vao nat connect. Khi viéc két ndi thanh cong, ban da co thé truy cap vao Internet tir trinh
duyét binh thuong nhu IE, Firefox, Safari... ma khong con bi chédn nira.

Chuc ban vuot tudng lira thanh cong bang cac hudng dan trén va tiép can duoc véi kho tri thie va sy
thuc dang bi che dau! Vui long chia s¢ thong tin nay dén nhi€u ngudi dé tri thirc dugc lan toa. Xin
cam on!
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